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Abstract

The frequency and sophistication of cybersecurity attacks targeting critical infrastructure,
businesses, educational institutions, and government agencies continue to grow each year.
Many of these attacks, such as ransomware and data breaches, are carefully orchestrated to
remain stealthy and undetected over extended periods. These characteristics make detection
and prevention particularly challenging, as malicious behavior is often obscured by legitimate
system activity.

In this talk, Dr. Rhee will present a series of research projects focused on system-wide
monitoring, behavioral analysis, and advanced threat detection. His work explores data-driven
methods that trace causal chains of complex attack behaviors, as well as approaches that
leverage domain knowledge of operating systems to identify anomalous states indicative of
cyber threats. The talk will conclude with an overview of new cybersecurity programs being
developed at the University of Central Oklahoma, which aim to provide students with
practical, hands-on experience and foundational skills in cybersecurity.
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