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Abstract 

 

Suddenly, in March, 2020, personal computers on private networks became everyone’s new world, covid 

stuck. But while most focused on the medical risks, hackers and attackers quickly took advantage of 

decreased or lack cyber security principles. The identification of cyber threats and vulnerabilities and the 

implementation of cyber risk management concepts became critical for businesses and their customers to 

succeed in this new, totally digital, world. 

 

Cyber risk is the risk to an organizational operation’s mission, reputation, assets, and individuals due to 

the potential for unauthorized access, use, disclosure, modification or destruction of information and/or 

information systems. Cyber risks, like any other type of risk, cannot be eliminated, they must be 

managed.  Management requires the understanding of the cyber threats, vulnerabilities and mitigations; 

business decisions need be based on what is the amount of cyber risk a company can accept.  

 

This workshop will identify critical risk management components and then investigate how they are 

applied in cyber security decisions. We will identify possible threats and vulnerabilities, then determine 

the risks and possible mitigations.  We will also discuss how to determine a company’s risk appetite, how 

much risk they can accept without major impact to their business. We will conclude the workshop 

understanding the risk management role of business continuity plan, disaster recovery plan. 

 

Workshop Learning Objectives: 

• Identify best practices for identifying and mitigating threats, vulnerabilities and exploits. 

• Identify and assess risks utilizing the relationship of risks to the threats, and vulnerabilities and 

determine the optimal mitigations. 

• Understand the role of cyber risk management throughout the systems and applications life cycle. 
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