
Data Security：From Data Generation to Data Processing 

 

Yongkai Fan Ph. D 

Associated Professor, Communication University of China, Beijing 

fanyongkai@google.com 

Abstract 

Data is the basic ingredient in our information ear. Confidentiality, Integrity, and 

Availability are the vital characteristics of data. In this talk, we present our group’s research 

works about data security, from data generation to data processing, the content includes: From 

the data generation aspect, Trustworthiness of data is vital to data analysis in the age of big 

data. The way that data originated from sensors is common in consideration of this cyber-

physical world, how can we make sure the trustworthiness of data in the generation phase and 

transmission phase?  From the data storing aspect, the uncertainty of cloud service providers 

and user devices poses new challenges for users' privacy protection and data security, how to 

keep data security in the storing aspect?  From the data processing aspect, we share some 

viewpoints of processing data with the consideration of data security. 
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